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What is Winlink 

 Worldwide system for sending/receiving e-mail via radio 

 Provides e-mail from anywhere in the world. 

 Mature, well-tested and full featured system. 

 Adopted for contingency communication by many federal, 
state and county government agencies 

 Used by the National Guard (14 units in Tennessee) 

 Used by infrastructure-critical NGOs such as International 
& American Red Cross, Southern Baptist Disaster Relief, 
DHS Tiered AT&T Disaster Response & Recovery, FedEx, 
Bridgestone Emergency Response Team, etc. 
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Winlink Interoperability 

 Connects amateurs, SHARES, MARS, NG, NGO, others 

 HF – Pactor, Winmor, Vara, ARDOP 

 VHF / UHF – Packet, Vara FM 

 SMTP/POP/IMAP – Outlook and other mail clients 

 MESH over microwave 

 Iridium GO satellite connections 

 APRS <--> Winlink bridge for e-mail 

 Bridge to Internet e-mail allows connectivity to almost 
everyone in the world. 

 A radio system is worthless unless it’s interoperable 
with the person you want to reach. 
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Scope of Winlink System 
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24 hour period in Oct, 2019 



Winlink Has Been Used in Many Incidents 
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AT&T Disaster Recovery 

Demo for Congress TSA Activation 



Winlink System – Inexpensive & Portable 

 Equipment for a Winlink station: 

 HF Radio and Power supply – Ham radios are fine 

 HF antenna – Must be frequency agile 

 Pactor modem 

 Cost about $3,200 
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Why Do We Need HF Radio and Winlink? 

 We have ever-expanding cell phone coverage, and – soon – 
FirstNet. 

 You invested in a great public service radio system. 

 So why do we need HF radio and Winlink… 

 

 Because of hurricanes, ice storms, earthquakes, forest fires 
and many other events that knock out everything else. 

 Because of its reach, HF radio can provide essential 
communication when all other communication is gone.  
Puerto Rico and New Orleans are good examples. 
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Disaster Assessment Picture – Kentucky Ice Storm 
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Kentucky Ice Storm 2009  

Cell, Land-line or Fax?  NO! 

- Air Card?  NO! 

-Public Safety, Mutual Aid?  NO!  

- Satellite/Microwave?  NO! 

-Winlink Radio E-Mail?  
Yes! Mobile from a TEMA vehicle. 

This picture was one of several 
sent by TEMA mobile through the 
Winlink radio email system.     

 



What Winlink Offers for EmComm 

 Reliability, Accuracy and Flexibility: 

 High reliability (99.99% availability for 15 years) 

 100% accurate message transmissions (ARQ protocol) 

 Radio connection bridge to Internet e-mail. 

 Geographical dispersion and redundancy for reliability 

 Interoperability – Winlink is used by many agencies 
and NGO.  Even if they don’t have a radio, you can 
send and receive Internet e-mail. 
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What Winlink Offers for EmComm (more) 

 Standard e-mail format with many features 

 Binary file attachments (pictures, pdf, spreadsheets) 

 Automatic message compression/decompression 

 Stores messages for pickup at a later time. 

 Good operation at most power levels 

 Not limited by station-to-station propagation 

 Automatic message logging. ICS-309 report generation 
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Winlink Connection Modes 
 HF Pactor – Fast but expensive - $1,500.  

 HF WINMOR & Vara – “Poor man’s Pactor”. 
Uses soundcard.  $100 or $0. 

 VHF/UHF Packet – 9600 baud, $400. 1200, $100.  

 Vara FM – Extremely fast. $70. Uses soundcard. 

 Telnet – Non-radio connection through the Internet. 
Good for training or if no radio.  

 Iridium GO! – Satellite phone connection.  

 MESH network to Winlink “Post Office” (RMS Relay).  
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Winlink Operating Modes 

 For efficiency, reliability and flexibility, the Winlink 
system provides four modes for transferring messages: 
 Conventional system that stores messages on CMS 

“backbone” servers.  Uses Internet from RMS to CMS. 

  Radio-Only (“Hybrid”) network that transfers 
messages over long distances using automatic HF 
forwarding without the Internet. 

 Peer-to-Peer direct connections between two client 
stations without any use of Internet or Infrastructure. 

 MESH Network 
 Peer-to-peer  through MESH between two Winlink Express. 

 Post office server hosted by RMS Relay. 
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Winlink Architecture (Conventional Mode) 

 
 CMS 
 

 
 RMS 
(gateway) 

 
 
 

 Client 
    (you) 
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   Current Ham HF Pactor RMS Stations 
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Current SHARES Pactor RMS 
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Winlink Express RMS Channel List 
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Estimate of 
Signal Path 

Quality 



Winlink Express E-mail Client Program 
. 
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Multiple 
call signs 

Multiple 
modes 

Personal 
message 
folders 

Contacts 
address 

book 

In-box, 
Out-box, 

etc. 



Composing a Message in Winlink Express 
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Click to 
start a 

message 



Message Receipt Acknowledgements 

 Positive acknowledgment that message was received 

 Information about message filled in automatically 
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Built-in Picture Cropping/Resizing 
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Winlink Catalog Requests 
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Message Templates & Forms 
 Winlink Express has built-in message templates and 

html forms. 
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Example 213 Message Form 
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Built-in ICS-309 pdf Message Log Generator 
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What if the Internet is Down? 

 Winlink offers a contingency “Radio-Only” operating 
mode that transfers messages without using the 
Internet. 

 Not for use under normal circumstances, but it’s there 
if the need ever arises. 
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Concern About “Cyber-Pearl Harbor” Attack 

 “The most destructive possibilities, Mr. Panetta said, 
involve ‘cyber-actors launching several attacks on our 
critical infrastructure at one time, in combination with 
a physical attack.’ He described the collective result as 
a ‘cyber-Pearl Harbor that would cause physical 
destruction and the loss of life, an attack that would 
paralyze and shock the nation and create a profound 
new sense of vulnerability’.” 
The New York Times, October 11, 2012 
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Radio-Only Winlink Network (No Internet) 

Amateur Radio Safety Foundation, Inc. 



Pros and Cons of Radio-Only Network 
 Advantages: 

 Operates completely independent of the Internet. 

 Fully automatic routing and forwarding. 

 Automatic routing around unavailable RMS 

 Disadvantages: 

 Messages must be picked up from designated Message 
Pickup Stations (MPS). 

 There is a delay in message delivery due to relaying. 

 Reduced message traffic capacity due to HF relaying. 

 Cannot send messages to Internet e-mail addresses. 
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Winlink Peer-To-Peer Radio-Only Operation 
 Peer-to-peer: direct radio connection between end-users 

 The Internet is not used, all communication by radio. 

 Only the two client stations are involved. 

 100% error-free transmission and file attachments. 
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Winlink and Wi-Fi/Microwave MESH Networks 
 Wi-Fi based MESH is rapidly growing among amateur 

operators and civil agencies. 

 Provides Internet speeds using inexpensive microwave 
Wi-Fi equipment. 
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Winlink over MESH Networks 
 Winlink Express and RMS Relay have been adapted to 

work with MESH networks and LAN connections. 

 RMS Relay can provide a MESH post office server 
where Winlink messages can be stored and picked up. 

 Winlink Express can connect to Winlink MESH post 
office servers. 

 SMTP, IMAP and POP connections to a RMS Relay 
post office server also are supported. 

 RMS Relay can synchronize messages between 
multiple post offices over the network. 
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Iridium GO Satellite Connections 
 Winlink Express supports the Iridium GO sat phone. 

 Winlink Express dials, makes the connection, 
sends/receives e-mail all automatically. 
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Conclusion 

 Proven availability, reliability and accuracy. 

 Winlink use continues to grow, especially for EmComm. 

 The Winlink Development Team continues to enhance 
capabilities to adapt to changing needs and new 
technology. 

 Winlink now has four modes of operation: 

 Conventional connections to a CMS backbone server 

 Hybrid (Radio-only) MESH network with HF relaying 

 Peer-to-Peer connections between client stations 

 Broadband, Wi-Fi MESH networks. 

 Steady improvements are being implemented. 
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Thank you. 

Questions? 

 Phil Sherrod, W4PHS, NCS398 

 

 Information about Winlink can be found at 
www.winlink.org 

 White papers about Winlink can be found at 
www.qrz.com/db/W4PHS 
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